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No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or 
correspondence, nor to unlawful attacks on his honour and reputation. Everyone has the right to 
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Act,﻿ the﻿ Penal﻿ Code,﻿ and﻿ the﻿ Federal﻿ Constitution﻿ (Sarabdeen,﻿ Rodrigues,﻿ &﻿ Balasubramanian,﻿
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Cloud﻿ Computing﻿ and﻿ Services,﻿ and﻿ Internet﻿ of﻿ Things,﻿ and﻿ comments﻿ on﻿ the﻿ current﻿ status﻿ of﻿
information﻿privacy﻿within﻿the﻿U.A.E.﻿in﻿general.﻿






•﻿ Volume of data﻿is﻿substantial﻿and﻿can﻿reach﻿levels﻿that﻿are﻿difficult﻿for﻿the﻿average﻿person﻿to﻿
comprehend.
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In﻿ the﻿ U.A.E.,﻿ businesses,﻿ individuals,﻿ and﻿ the﻿ government﻿ share﻿ a﻿ similar﻿ experience﻿ of﻿
technology﻿integration﻿with﻿other﻿developed﻿countries﻿and﻿regions﻿around﻿the﻿world.﻿The﻿volume﻿of﻿
online﻿data﻿storage﻿is﻿growing﻿rapidly,﻿thus﻿creating﻿a﻿need﻿for﻿new﻿ways﻿of﻿storing﻿and﻿protecting﻿
online﻿ information.﻿ Numerous﻿ initiatives﻿ exist﻿ within﻿ the﻿ public﻿ and﻿ the﻿ private﻿ sectors﻿ for﻿ the﻿
establishment﻿of﻿Big﻿Data﻿centers﻿and﻿related﻿analytics﻿processes.﻿One﻿public﻿organization﻿that﻿is﻿
Figure 1. Big Data in terms of the 4 Vs of IT: Volume, Variety, Veracity, and Velocity (Cognixia, 2016, Nov. 5; Jagadish, 2015)
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an unconstitutional infringement of their rights shall have the right to cease and seek compensation 
for the infringement.﻿In﻿conjunction﻿with﻿the﻿right to privacy,﻿the﻿Federal﻿Law﻿No.﻿3﻿of﻿1987﻿(the﻿
Penal Code)﻿grants﻿protection﻿against﻿the﻿collection﻿and﻿release﻿of﻿personal﻿data﻿by﻿individuals.﻿The﻿
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INFoRMATIoN PRIVACy AND CLoUD CoMPUTING
On﻿a﻿broader﻿context,﻿the﻿term﻿Cloud Computing﻿refers﻿to﻿the﻿on-demand﻿availability﻿of﻿information﻿













• Cloud Software as a Service (SaaS): The capability provided to the consumer is to use the provider’s 
applications running on a cloud infrastructure.
• Cloud Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto 
the cloud infrastructure consumer-created or acquired applications created using programming 
languages and tools supported by the provider.
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• Cloud Infrastructure as a Service (IaaS). The capability provided to the consumer is to provision 
processing, storage, networks, and other fundamental computing resources where the consumer is 
able to deploy and run arbitrary software, which can include operating systems and applications.
This﻿model﻿is﻿illustrated﻿in﻿Figure﻿2.

























Computing﻿systems﻿can﻿be﻿ implemented﻿at﻿ reasonable﻿costs﻿ that﻿can﻿be﻿significantly﻿ lower﻿ than﻿
those﻿of﻿similar﻿systems﻿built﻿in-house﻿and﻿utilizing﻿local﻿private﻿resources.﻿The﻿apparent﻿benefits﻿of﻿
using﻿such﻿systems﻿are﻿reflected﻿on﻿the﻿current﻿state﻿of﻿the﻿business﻿sector﻿in﻿the﻿U.A.E.﻿According﻿














International Journal of Technoethics


















Figure 2. Illustration of a cloud computing model according to Ward and Peppard (2002)
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Figure 3. Revenues from cloud services in the MENA region between 2015 and 2020 (Oommen, 2019, June 24)
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INFoRMATIoN PRIVACy AND INTERNET oF THINGS
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possible﻿levels﻿concerning﻿“platform security, secure engineering, security management, identity 












emerging﻿ technologies﻿and﻿advanced﻿digital﻿ infrastructures.﻿Such﻿moves﻿are﻿projected﻿ to﻿ lead﻿ to﻿
significant﻿transformations.﻿For﻿instance,﻿savings﻿of﻿up﻿to﻿40%﻿are﻿expected﻿in﻿terms﻿of﻿electricity﻿




Figure 4. Internet of Things. Connected devices in billions (Waterford Technologies, 2018, March 15).
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program,﻿entities﻿involved﻿“will be authorized to issue reliable digital certificates, allowing them to 








































International Journal of Technoethics
















Figure 5. Dubai IoT and Smart city best practices. (UAE Government, 2019, Oct. 1)
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